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Course Description
Information Assurance Fundamentals (3 credits) is designed to introduce students in the field of technological advances in information risk assessment and security management and in the many environments affected by advancing technology. This information assurance fundamentals course will review the risks involved in computing, threats to security in computing, encryption, programming controls, operating systems controls and design, network controls, administrative controls, law and ethics, and information risk mitigation protocols to make highly secured information systems. 
In particular, this course will focus on the basic aspects of information security applications, issues, trends, and strategies for computer security; program security; protection in general-purpose operating systems; designing trusted operating systems; database security; security in networks; administering security; and major legal, privacy, and ethical issues related to information-system security.
Required Textbook:
Security in Computing, Fourth Edition, Charles P. Pfleeger and Shari Lawrence Pfleeger, Prentice-Hall, Fourth Edition, 2007, ISBN-10: 0132390779, ISBN-13: 9780132390774.
Course Goals
· Prepare you to understand the importance of information assurance, risks involved in computing and what security problem in computing is.
· Provide you with the knowledge of threats and vulnerabilities associated with security in computing.
· Allow you to learn program security and controls against threats to security. 
· Prepare you to learn the security features of an operating system and the meaning of assurance in trusted operating systems.
· Allow you to learn the fundamentals of database security and security-related design tools.
· Provide you with the knowledge of network security, operating principles and applicability of network security controls, and how firewalls and intrusion detection systems work.
· Provide you with the knowledge of security administration that involves security planning, risk analysis, security policies and physical security.  
· Prepare you for the fundamentals of cryptography including Claude Shannon’s theory of encryption, mathematics of encryption, symmetric and asymmetric encryption, key exchange protocols and certificates, digital signatures, cryptographic hash functions, and quantum cryptography.
· Prepare you for the concepts of legal, privacy, and ethical issues in computer security.
· Provide you with the knowledge of various aspects of disaster-recovery planning, disaster-recovery issues, and companies that provide disaster-recovery planning and support services.
· Prepare you for managing security in computing. 

Learning Outcomes

Upon completing the course successfully, you should be able to:

· Demonstrate an understanding of security problem in computing.
· Demonstrate an understanding of cryptography.
· Demonstrate an understanding of program security.
· Demonstrate an understanding of protection in general-purpose operating systems.
· Demonstrate an understanding of designing trusted operating systems.
· Demonstrate an understanding of database security.
· Demonstrate an understanding of security in networks.
· Demonstrate an understanding of how to administer security.
· Demonstrate an understanding of legal, privacy, and ethical issues in computer security.
· Sharpen your skills in presenting technical information related to information assurance to an audience of managers and colleagues.

What you will be asked to do
The following types of assignments and deliverables will be carefully selected to maximize the learning abilities of the students taking the Information Assurance Fundamentals course:
· Readings

· Weekly Assignments (Problem Solving)

· Individual Paper(s)
· Group Term Paper

· Examinations (Midterm and Final)

Syllabus:

Chapter 1: Is There a Security Problem in Computing? - All sections

Chapter 2: Elementary Cryptography - All sections

Chapter 3: Program Security – All sections

Chapter 4: Protection in General-Purpose Operating Systems – All sections

Chapter 5: Designing Trusted Operating Systems – All sections

Chapter 6: Database and Data Mining Security – All sections

Chapter 7: Security in Networks – All sections

Chapter 8: Administering Security – All sections
Chapter 9: The Economics of Cybersecurity – All sections

Chapter 10: Privacy in Computing – All sections

Chapter 11: Legal and Ethical Issues in Computer Security – All sections

Chapter 12: Cryptography Explained – All sections

Readings

 Each week you will be asked to read assigned pages from your textbook. Read the pages very carefully and try to understand the underlying concepts. Contact your instructor if you cannot properly assimilate any of the concepts presented within the reading materials. Do not forget to go through the examples (illustrated under weekly readings, if there are any). Then do weekly assignments in order to fully understand the information assurance fundamentals presented.

Weekly Assignments

This course will have several required assignments throughout the semester not also requiring the submission of examinations, individual paper, and group term paper. The length of your assignments may vary, but the objective lies in answering exclusively what has been asked. Your assignments will be judged as a whole and will account for 15 percent of your total grade. An essential grading criterion is whether the student demonstrates knowledge of the material or obtains correct answers to the problems. Clear writing also affects grading. Answers with misspellings and poor grammar are likely to receive a reduced grade. The instructor will usually distribute typical answers to the students following assignment submissions.
Individual Paper

Besides midterm and final examinations, there will also be an individual paper. This should be a 10- to 12-page substantive paper taking a desktop publishing approach to the American Psychological Association (APA) publication guidelines with supporting evidence from a variety of sources, such as books, articles from periodicals, and documents gleaned from the Internet. Limit your paper to 12 pages (single spacing). You should select your topic in any business area you like the most. The purpose of the paper is to give you an opportunity to demonstrate not only you understand the material you are reading, but also that you can apply the concepts. The paper will account for 20 percent of your total grade.
Participation (Interactivity)

Throughout the semester, you will be required to participate meaningfully by engaging in class discussions with your instructor and/or fellow students not also requiring the submission of examinations, individual paper, and group paper. Such participation will account for 5% of your total grade. The number of responses is important, but also important is the quality of the participation. 
Group Paper and PowerPoint Presentations
Most of the work of technical management or information technology is done not by individuals working in isolation, but by groups of people with different backgrounds and skills. To affirm the practice, this course will include a major group project. You will be assigned to one of the four or five groups based on a selected case study paper. This should be a 12- to 15-page substantive paper taking a desktop publishing approach to the APA publication guidelines with supportive evidence from a variety of sources, such as articles from periodicals, books, and documents gleaned from the Internet. Your first task will be to do some preliminary investigation of a specific case study project that has been assigned to you or selected by your group and to divide the work of researching the answers to six or seven questions. A sketch of the system based on information security and your group’s answers are what make up your case study report.  However, do not write your report in a question-answer format. Instead, use a logical and connected narrative that would answer the questions. Your textbook may include a list of references. Be prepared to retrieve information from technical/professional journals. Do not neglect the value of charts, tables, figures and diagrams.
The presentation of 12- to 15- minute can be a PowerPoint slide show. The presentation should illustrate the major points of the paper and demonstrate the UVA undergraduate school’s emphasis on the ability to do crisp, effective business presentations on a technical topic. The group is responsible for making presentation to the class on the assigned date. The group case study paper and its associated presentation will account for 20% of your total grade.
Midterm/Final Examinations

There will be a Midterm and a Final Exam. Both midterm and final will be proctored and closed-book exam. The questions will be designed to give you an opportunity to demonstrate not only how well you have assimilated the content of the course materials, but also how well you can apply the concepts. The Midterm Exam will be given at the middle of the semester and the Final Exam during the final exam week at the end of the semester. Students are expected to take the Midterm and Final Exam on the scheduled dates. The midterm exam will account for 20 percent and final exam 20 percent of your total grade. 

Make-up exams will be given at the discretion of the Instructor for a verifiable reason only if consultation with the instructor has occurred prior to the scheduled exam. All make-up exams must be completed before the answers to the exams are posted to Blackboard for students’ review. 
Grading Criteria and Evaluation:

	Assignment
	% of Grade

	Weekly Assignments
	15%

	Class Participation/Interactivity 
	5%

	Individual Paper
	20% 

	Group Paper
	20% 

	Midterm Exam
	20%

	Final Exam 
	20%

	Total
	100




The final grade is awarded on the basis of the following scale: 
	Grade
	Points 
	Grade
	Points 
	Grade
	Points 

	A
	95-100
	A- 
	89-94
	B+
	83-88

	B 
	77-82
	B-
	71-76
	C+
	65-70

	C
	59-64
	C-
	53-58
	D+
	47-52 

	D
	41-46
	D-
	35-40 
	F
	0-34 


Lesson Guide

IT 3380
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Professor Chaudhuri 
(Last Revised 01/11/2015)
Note: This Lesson Guide is intended to give you a general overview of the entire semester. As the semester proceeds, minor revisions are almost inevitable. You should check here each week for updates or minor changes. Textbook for the course: Security in Computing, Charles P. Pfleeger and Shari Lawrence Pfleeger, Fourth Edition, Prentice-Hall, ISBN: 0-13-239077-9.
	 

	Session
	Theme
	Readings and Assignments

	Session 
1  
01/12- 01/18
	Is There a Security 
Problem in Computing?
Risks involved in computing, goals of secure computing, Threats to security in computing, and Controls available to address these threats
	· Charles P. Pfleeger and Shari Lawrence Pfleeger (CPSP), Ch. 1(pp. 1-34). 
· Assignment: See Assignment Session 1. Post your biography and a response to the bio of one other classmate.

	Session 
2  
01/19- 01/25
	Elementary Cryptography:

Concepts of encryption, Cryptanalysis, Symmetric and asymmetric encryption, Key exchange protocols and certificates, Digital signatures, and cryptographic hash functions 
	· CPSP, Ch. 2 (pp. 37-94).
· Assignment: See Assignment Session 2. 

	Session 
3  
01/26- 02/01
	Program Security
Programming errors with security implications, Malicious codes, Program development controls against malicious code and vulnerabilities, and Controls to protect against program flaws in execution
 
	· CPSP, Ch. 3 (pp. 98-185).
· Assignment: See Assignment Session 3.
· Proposal for Individual Paper Due: February 01, 2015

	Session 
4 
02/02- 02/08
    
	Protection in General-Purpose Operating Systems
Protection features provided by general-purpose operating systems, Controlled access to objects, and User authentication
	· CPSP, Ch. 4 (pp. 188-239).
· Assignment:   See Assignment Session 4. 

	Session 
5 
02/09 - 02/15
	Designing Trusted Operating Systems
What makes an operating system secure? Or Trustworthy? How are trusted systems designed? How do we develop assurance of the correctness of a trusted operating system?
	· CPSP, Ch. 5 (pp.242-315).
· Assignment: See Assignment Session 5. 

	Session 
6 
02/16 – 02/22
    
	Database and Data Mining Security
Integrity for databases, Security for databases, Multilevel secure databases and security in data mining applications
 
 
	· CPSP, Ch. 6 (pp. 318-373).
· Assignment: See Assignment Session 6. 

	Session 
7 
02/23 – 03/01
     
	Midterm Examination
	· The midterm examination will be released on Wednesday (02/25) 12:01 a.m. and is due on Sunday (03/01) 11:59 p.m. Post answers to midterm exam to Assignment under appropriate topic.
· Individual Paper Due: March 01, 2015 11:59 p.m. AVOID PLAGIARISM BY CAREFULLY CREDITING QUOTES AND SOURCES. Post Individual Paper to Assignment Session 7 under appropriate topic.

	Session 
8 
03/02 - 03/08
      
	Security in Network
Networks Vs. stand-alone applications and environments, Threats against networked applications, Controls against network attacks, Firewalls, Intrusion detection systems, and Private e-mail: PGP and S/MIME 
	· CPSP, Ch. 7 (pp. 376-502).
· Assignment: See Assignment Session 8. 
· Proposal for Group Paper Due: March 08, 2015

	Session 
9  
03/09 – 03/15
     
	Administering Security
Security planning, Risk analysis, Security policies, and Physical security 
	· CPSP, Ch. 8 (pp. 508-569).
· Assignment: See Assignment Session 9. 

	Session 
10 
03/16 – 03/22
     
	The Economics of Cybersecurity
Making an economic case for security, Measuring and quantifying economic value, and Modeling the economics of Cybersecurity
 

 
	· CPSP, Ch. 9 (pp. 571-601).
· Assignment: See Assignment Session 10.

	Session 
11  
03/23 - 03/29
     
	Privacy in Computing 
Privacy as an aspect of security, Authentication effects on privacy, Privacy and the Internet, and Privacy implications for emerging technologies
	· CPSP, Ch. 10 (pp. 603-645).
· Assignment: See Assignment Session 11. 

	Session 
12  
03/30 – 04/05
	Legal and Ethical Issues in Computer Security
Program and data protection by patents, copyrights, and trademarks; Computer crime; Ethical analysis of computer security situations; and Codes of professional ethics
	· CPSP, Ch. 11 (pp. 647-715).
· Assignment: See Discussion Board Session 12. 


	Session 
13  
04/06- 
04/12
	Cryptography Explained 
Mathematics of encryption, Cryptanalysis, Theory of strong symmetric algorithms, Detailed descriptions of the DES and AES algorithms, Theory of public key encryption, Detailed description of the RSA algorithm, Digital signatures, and Quantum cryptography
	· CPSP, Ch. 12 (pp. 717-779).
· Assignment: See Assignment Session 13. 


	Session 
14 
04/13 – 04/25
	Final Examination
	· Group Paper and PowerPoint Presentation Due: Sunday, April 19, 2015. Post Group Paper and PowerPoint Presentation to Assignment under appropriate topic.
· PowerPoint Presentation to the Class Due: Wednesday, April 22, 2015
· The final examination will be released on Saturday (04/18) 12:01 a.m. and is due on Wednesday (04/22) 11:59 p.m. Post answers to final Examination to Assignment under appropriate topic.
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