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BIE [UNIVERSITYs VIRGINIA

SCHOOL of CONTINUING & PROFESSIONAL STUDIES





Course Number, Title and Credits: 

BUS 5010: Information Security Management, 3 Graduate Credits 

Instructor Name and UVa Email Contact Information:

Dr. James E. Lantzy (Jim)
Mobile No. (703) 964-7921

Email:  jl4dm@virginia.edu and jimlantzy@hotmail.com for same day response.
Semester: Fall 2014-2015
Dates:  (Asynchronous) and Tuesdays 7-8 pm Optional Online coaching each week pending instructor availability.
Format: Online 
Class prerequisite: No course prerequisite is required at this time.
Class Description:  This foundation course provides managers with the essential framework needed to design and develop an effective information security program.  Students explore methods used to raise general security awareness, review current industry practices, and develop expertise needed to adapt policies to safeguard proprietary information.  Instruction focuses on key security principles that are critical to protecting information assets and network infrastructure in open access computing environments. The principles of authentication, data integrity, privacy (encryption), access control, trust and non-repudiation are explored in detail.
Class Delivery:
ONLINE and supplemented by optional online coaching sessions weekly
Learning Outcomes:

On successful completion, the student will be able to:

· Understand, open access and limited (traditional) access, perimeter defenses and security, point solutions and life cycle (holistic) security, risk analysis and threat analysis. 

· Identify hacker strategies and attack tools, attack classes, i.e., distributed denial of service tools, backdoor programs, virus types, sniffer programs and Trojan horses. 

· Gain competency in developing strategies and countermeasures for thwarting hacker exploits and tactics.

· Establish and implement an incident response team to address incursions on enterprise networking operations. 

· How to plan, respond to and survive a hacker attack. 

· Construct and administer a plan for hardening the network’s infrastructure against hacker incursions and security breaches. Focus is on routers, operating systems and firewalls.

· How to plan and coordinate the implementation of holistic security measures in multiple layers within the IT networking environment. 

· Demonstrate proficiency in developing operating models for security risk assessment and vulnerability assessment.

· Demonstrate proficiency in understanding how to apply the various options available for IT security architecture to a given set of requirements. Focus is on firewalls, intrusion detection systems, authentication and single sign on systems and vulnerability evaluation tools. 

· How to track vulnerabilities and security incidents through public Web sites and plan for applying vendor related patches and updates in an ongoing basis.

· Demonstrate proficiency in design and development of security risk analysis models.

Class activities to meet learning outcomes:
The course will be delivered by instruction and online (asynchronous), lecture notes, and reports from group collaboration on case studies. PowerPoint presentations supplemented by the text books, white papers articles, and discussion with the instructor is encouraged. Interaction with classmates, especially for case study assignments is also encouraged.  Additionally, there will be online activities that students must participate.

Preparation and student expectations:
Reading Assignments: Students are expected to read all assigned readings before the class in which the topics will be discussed. Students are also encouraged to read as much of the suggested readings as possible to enhance their insight into the course subject matter. The instructor will provide additional materials such as related white papers and reprinted articles during class sessions.

Class Policy:

Class attendance is mandatory. If unforeseeable circumstances cause a student to miss more than two classes, that student is expected to discuss the situation in advance with the instructor to make up assignments.

Participation is mandatory. 

All work done outside of class and in conjunction with the course must be typed and double spaced. The instructor reserves the right to impose other formatting instructions as the need arises i.e., footnotes should be included at the end of assignments instead of at the bottom of each page, etc.

Class participation, as well as online participation is mandatory.

Work is due when scheduled. No exceptions. Failure to meet deadlines may result in reduced grades.

Students should be prepared to devote several hours per week to conduct research in support of weekly assignments. 

Before each class, each student should study the assignment chapters in the text and designated reading materials assigned by the instructor. Each student is expected to participate in classroom and online discussions and case study activity.
The Academic Honor System

The University of Virginia academic honor system embodies many of Mr. Jefferson's principles.  The purpose of the Honor System is to sustain and protect a community of trust in which students can enjoy the freedom to develop their intellectual and personal potential.  The concept of an honor system implies that students commit themselves to the pursuit of truth.  At the Division of Continuing Education, course is conducted in the spirit of the Honor System.  The instructor will indicate which assignments and activities are to be done individually or which permit collaboration.  The following pledge should be written out at the end of all quizzes, examinations, individual assignments and papers:  "I pledge that I have neither given nor received help on this examination (quiz, assignment, etc.)"  The pledge should be signed by the student.  If you have any questions about the Honor System, you may contact the Honor Committee in Charlottesville, VA at 434-924-3452.

Evaluation and Grading Criteria: 

Student grades will be determined by participation online, course assignments, examinations, case study work, pop quizzes and other projects.
The mid-term case study will allow students the ability to determine their progress to date and the ability to conduct a plan for hardening and restoring the network’s infrastructure against hacker incursions and security breaches and mastery of the concepts surrounding critical infrastructure protection for the 21st century.
The final examination will be in form of an agile final paper (e.g. decision brief). This detailed analysis around understanding the threat environment across industry, government, and academia and the overall mastery of the concepts and principles of this course in information security management and the proficiency in applying the concepts to address real world requirements and situations.  This final assessment will allow students to demonstrate mastery around identifying hacker strategies and attack tools; and develop a strategy that includes employee training and technical countermeasures for thwarting hacker exploits and attacks and an overall understanding of the IT Security Management role and threat environment for practicing the principles of good IT Security Management in their place of business.
Assessment:  

The following table features the percentage breakdown of each assignment area towards the final grade:

	Individual chapter assignments and case studies and online participation (forums).
	 25%

	Case Studies - (assignments section)
	35%

	Attendance and quality of participation (online)
	15%

	Final project/Decision Brief and Presentation
	25%

	Total
	100%


Grading Scale:
	A 
	95-100

	A-
	90-94

	B+
	86-89

	B 
	82-85

	B-
	79-81

	C+
	75-78

	C
	71-74

	C-
	68-70

	F
	67 AND BELOW


Required Text
Panko, Raymond. Corporate Computer and Network Security
Prentice Hall, 2nd Edition. ISBN 0 1303 84712

Bookstore Information: Please purchase the text online or visit the UVA Bookstore
Schedule of Assignments: *** Please review the schedule posted online
	Class Date
	Description
	Assignments

	Week One: 09/02
 
	Understanding the threat environment

	Reading: Chapter 1-2
Other posted info

	Week One: Online Assignment
	Forums: Introductions and TJX Case 

	Pick 2 of 3

	Week Two: 09/9
	Technology vs Mgmt Balance
	Chapter 5 & Module A
Other posted info

	Week Two: Online Assignment
	Forums: FAA Case Study on Cyber Architecture Assessment
	Access Controls Exercise

	Week Three:

09/16
	Biometric Systems
	Chapter 3

Other posted info

	Week Three: Online Assignment
	Forums:  Chinese Cyber Threat
	Stewardship in Cyberspace

	Week Four:

09/23
	Firewalls and Incident Response
	Reading Chapter 6
Other posted info

	Week Four: Online Assignment
	Forums: Cyber Legislation
	Let’s make a deal?

	Week Five: 9/30
	Networking Concepts
	Ref to Module A
Other posted info



	Week Five

Online Assignment
	Forums: Cyber Operations
	Host and Data Security

	Week Six: 

10/7

	Application Security
	Reading Chapter 8
Other posted info

	Week Six
Online Assignment
	Forums:  Wizard of Oz….and Profile of a Hacker
	Week 6:  In the news!

	Week Seven: 

10/14 and 21
	Future Trends in Information Security
	N/A - Use time to work on final Position Paper

	Week 8

10/28
	Term Paper/Final Presentations Due via SKYPE Sessson
	Final Position Paper due by 6pm on 10/28


Class Projects:
Class Final Decision Brief: Each student must select and complete a term project. The instructor will approve the topic. The format of the term paper will use the standards of the APA format. This detailed analysis will focus on understanding the threat environment across industry, government, and academia and the overall mastery of the concepts and principles of this course in information security management and the proficiency in applying the concepts to address real world requirements and situations. This final assessment will allow students to demonstrate mastery around identifying hacker strategies and attack tools; and develop a strategy that includes employee training and technical countermeasures for thwarting hacker exploits and attacks and an overall understanding of the IT Security Management role and threat environment for practicing the principles of good IT Security Management in their place of business.
** Please choose a topic that is IN THE NEWS TODAY – what is a recent problem (please post that link or copy in your paper and then WRITE THE SOLUTION as you see fit.
Suggested decision paper outline (5 pages):

· Executive summary identifying challenge question and recommended decision for action
· Introduction (purpose, methodology, structure)

· Formulation of the problem and elaboration

· Management, measures and techniques relevant to the topic

· Approach methodology/presentation/body of discussion

· Conclusions and recommendation
· References and bibliography

Mid-Term Case Study Analysis:

For case analysis, consider the following proposed process:

· Read the case carefully and consider the key issues.

· Determine which aspects are the most important to consider to establish “Value Over Time” maximization during the life of the project.

· For each aspect/area of importance identified, do the following:

· Identify key/relevant/critical items and compile facts, identify problems, elements for more in depth analysis and record in comparative matrices. Use tables to support suppositions, insight, observations and conclusions.

· Indicate for each item in the comparison matrix in question, whether or not there are positive and negative impacts on the VOT by indicating if the impact exerts a short, intermediate, or long term effect on VOT. 

· Consider and document the actions that should be taken to correct the particular negative impacts into positive or negligible outcomes.

· Determine the positive or negative impact that each item will have against one and another by evaluating the effect of these collective impacts on VOT. Be sure to discuss the positive and negative influences caused by their collective interactions. For negative influences, recommend a solution(s) to alleviate the potentially detrimental effects. In the final analysis, which is to provided as a written report or PowerPoint presentation, that captures the recommended actions that maximize VOT.

Purpose Statement: The central purpose of the University of Virginia is to enrich the mind by stimulating and sustaining a spirit of free inquiry directed to understanding the nature of the universe and the role of mankind in it.  Activities designed to quicken, discipline, and enlarge the intellectual and creative capacities, as well as the aesthetic and ethical awareness, of the members of the University and to record, preserve, and disseminate the results of intellectual discovery and creative endeavor serve this purpose.  In fulfilling it, the University places the highest priority on achieving eminence as a center of higher learning.

Content and Discourse in Professional Education Courses (Classes):  Study of the role of public schools in society, including the content of the PreK-12 curriculum, raises complex issues about which thoughtful people may disagree.  Students are expected to discuss issues respectfully and to honor differing points of view.  The University and its School of Continuing and Professional Studies do not discriminate in any of their programs, procedures, or practices against any person on the basis of age, citizenship, color, handicap, national origin, political affiliation, race, religion, sex, sexual orientation, or status as a disabled veteran or veteran of the Vietnam era.  The University operates equal opportunity and affirmative action programs for faculty, staff, and students.  The University of Virginia is an Equal Opportunity/Affirmative Action Employer.  Any applicant for admission or employment, or any student who feels discriminated against should contact the University’s Office of Equal Opportunity Programs (EOP) at Poe Alley, West Lawn, Charlottesville,Virginia 22903.
University of Virginia Honor Code:  All work should be pledged in the spirit of the Honor System of the University of Virginia.  The instructor will indicate which assignments and activities are to be done individually and which permit collaboration.  The following pledge should be written out at the end of all quizzes, examinations, individual assignments and papers:  “I pledge that I have neither given nor received help on this examination (quiz, assignment, etc.)”.   The pledge should be signed by the student.  Students should refer to the University Graduate Record (pages 36 & 37) for more information concerning the Honor Code.  You must also attach the university honor council statement.

Special Needs: Include the following information for special needs students:  

If you are a student with special needs you should let the instructor know within the first week of class. Written documentation will be required. You should also visit the following website to review your rights and responsibilities as a student (http://www.virginia.edu/vpsa/rights.html) and the following website for the Learning Needs and Evaluation Center (http://www.virginia.edu/studenthealth/lnec/).

FERPA Academic Policy

–http://www.virginia.edu/registrar/privacy.html
Family Educational Rights & Privacy Act (FERPA) Annual Notification

Students attending, or who have attended, the University of Virginia are given certain rights under the Family Educational Rights and Privacy Act of 1974 as amended (20 U.S.C. 1232g) and Rules of the Department of Education (34 C.F.R. Part 99) implementing this Act.
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